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AL AIN INTRODUCTION

Independant Verification &
Validation

1V &V

AL AiN is a Malaysian Government Agency accredited
software testing service provider for government ICT
projects with implementation track record for MAMPU
Ty ;_’ff- £ projects and registered vendor with ministry of finance MOF
MS ISONIEC 17005 "Kod Bidang 210111".

TESTING
SAMM NO. 829

AUTOMATION
TESTING

AL AiN is a Microfocus GOLD partner with
implementation experience of latest
automation and performance testing

tools.Our capability includes functional
test automation and Robotic Process
Automation

CIELERS sikTest

“FastModelling”  generation

Internationally Certified

Testers . CLOUD BASED
' MANAGED TESTING
SERVICES

We support your testing requirements with latest cloud based
technologies that allow secure and accurate remote testing
conducted by certified testers.

TESTING :
CONSULTANCY m;?gw

Our team of test experts have successfully _ .
ompleted projects for Government, GLC and BANKUSLAM Mig!;'m
private ICT projects.

FIFGROUP
?0) @ @ B cltherm

PERFORMANCE
AND SECURITY
s C TESTING

JMeter LoadRunner
We provide experienced test engineers with

of ) J;N Ssus“ a QNASE, option to use tools that fit your testing needs
I Ne
QUACHOT  QUER. and budget.

About AL AiN

1. 100% Malaysian and Bumiputra owned
software testing laboratory

2. We specialize in IV&V and Managed
testing service

3. Team size is 35 to 40 testers

4. Certification of testers is CTFL, CPRE and
CTAL

5. GOLD Biz partner Microfocus & IBM

IV&V Experience (Government)

1. SME HIP

2. GPKI

3. MyGDX

4. Mi-OGC

5. MARA - ERP

6. SMPP (Sistem Pengurusan Pesalah)

IV&V (Non-Government)
1. Tune Insurance

2. Merchantrade

3. Censoft

4. CoolTherm

SCOPE OF TESTING: SOFTWARE TESTING

Materials/
Products Tested

Type of Test/
Properties Measured/
Range of Measurement

Standard Test Methods/
Equipment/Techniques

Web-based application
and mobile application

Functional Test

Functional Test with
Traceability Matrix

AA-FUN-RBT/1: RBT Dynamic
Test Method based on
ISO/IEC/IEEE 29119 (2015) (E)
Part 4: Test Techniques

Al Ain RBT Test Design Approach
AA-FUN-RBT/2 based on
ISO/IEC/IEEE 29119 (2015) (E)
Part 4: Test Techniques

, SCOPE OF TESTING: SOFTWARE TESTING (STATIC TEST)

L]

Materials/
Products Tested

Type of Test/
Properties Measured/
Range of Measurement

Standard Test Methods/
Equipment/Techniques

1. Security — Hardware
(HD) Appliance
Software (SW)

2. Security

3. Hardware Appliance
Software

| 4. Business (Groupware)
Software

5. Embedded Software

6. Other Software

Static Test Characteristics

Functional
Performance
Usability
Security
Data

Mobile

Static Test Method with Reference to
ISO/IEC/IEEE 29148:2018

e Static Test Method AA-STT-
REQ/1 - Information ltems

o Static Test Method AA-STT-
REQ/1 - Information Item
Content

Static Test Method in accordance to
“Penyediaan Spesifikasi Keperluan
Sistem (F2.6)" KRISA MAMPU

« Static Test Method AA-STT

(Requirement and Design REQ/2- KRISA
Specification)
SCOPE OF TESTING: SOFTWARE TESTING (PERFORMANCE TEST)
Type of Test/
Materials/ Standard Test Methods/
Products Tested Frapartias Measured! Equipment/Techniques

Range of Measurement

1. Hardware Appliance
Software

2. Business
(Groupware)
Software

3. Embedded Software

4. Other Software

Performance Tests

= Stress Testing
= Load Testing
#» Soak Testing

Performance Test Method with
reference to ISQO/IEC/IIEEE 29119
and ISO/MEC 25023:2016 (E)

+ Perfarmance Test Method Af-

+ Performance Eficiency

NFUN-PERM

Measurement AA-NFUMN-PER/2

Signatories:

1.  Shahjerome Ambrose
2. Mohamad Afig Ashraf Bin Amran
3. Hairul Mirwwaaj Bin Noorul Hussain




Overview

Focus of our session today:
1. To share experience from view point of AL AiN engagements
2. We are sharing observations that may or may not apply to you.

Sim”ar meaning sz-i:op?;?:‘il;l;al // matter-of-fact // realistic // sensible //

What is PRAGMATIC?

Dealing with things sensibly and realistically in a way that is based on
practical rather than theoretical considerations.

Solving problems in a practical and sensible way rather than by having R
fixed ideas or theories - Oxford
—MTP—[IW
Theme e
Our theme for today : Can we be pragmatic? | g e £
QG O BEfO re Tender Quality Gates = QG 0 highlights QGT QG 2 QG 3 QG4

. . over burden of process SIT/ST
QG 1 G ett I n g Sta rte d W I t h { project blocked/gate keeper i
—— over review of SRS code review

. over complicated process of GO/NOGO
Requirements

dev ops
unnecessary break up of docs for review

QG 2 Getting ready to Code&Test Bl IO

{ key to ensure that project can progress

QG 3 Getting ready to release et b |t s e

QG 4 G etti n g re a d y to go L I V E —— use of tools «E defect mgt tool —— review comments

minutes of meeting



Our Core BELIEVE

1. Quality is BUILT into the product not by creating overhead of documents and process.

Identify opportunity for continuous improvement within project and implement in a pragmatic

Mmanner

2. 1VV support the Project Management team to delivery the required project in team with Quality

Work closely with the PMO to ensure the right balance of quality and project goals is achieved

3. Ensure the Stakeholders (Developers + Government + End Users) are supported towards a

common quality goal

Its not about just releasing but releasing a product that meets business goals

We aim to reduce the project overhead and at the same time support the Government to meet

Audit compliance

Communicate , Communicate , Communicate =2 At the right level
We TAILOR with the involvement of Government Consultants (wit
Involve the Agency Technology team and vendor to ensure the rig

Engineering awareness is achieved

n MyTCOE)

nt level of Organizational and



Project Delays

Missed important communications _ _ _ Reviewed wrong version
Lack of clear communication and Confused by inconsistent format / terminology /

support from stakeholders technology to use

Project RISK

Manager: ||[Engineer: Tester
| Item Prionty, Cost. , Item, Design : Item, Test

caisi©™ | | Edits from dits g
e Jenn

Merged feedback from multiple sources Created multiple perspectives of the same data Manually tracked related information



IVV is a critical function in

finding software Defects

throughout the development

lifecycle and potential defects
afterwards, thus reducing the

risk of software failure — IV&V Handbook

e 1 tender vs 2 tender
Terms of e Sub Con

Reference = o V&YV

e V&V (IV&V)

eReference to Kod Bidang
©®210111 - INDEPENDENT VERIFICATION AND VALIDATION

(IV&V) Example
1. Clearly indicate the relationship that is expected from the
. [ . o
Qua I IflcatIOn < Refe rence to 150 17025 IV&V in dealing with various stakeholders = Sometimes a
OISO 29119 chart is provided sometimes NOT
OISO 29148
OISO 25010 etc Example: This can be in the form of the presentation that is done

by the IV&V team is it to PM or PD

*TMMi L3

2. The expected engagement rigour

De pth of < = RigOI’ Example : Set the review and points of validation early (Give
. example of RFP from USA)
partition e Standard/Integrated/Collaborated/




Crafting of quality requirements in a rapid
shift-left 2 to the early stages of the
systems development lifecycle.

QG 1 (Static)

GS-UC-01: Urusan
M elog Masuk Dari
M alay siaBiz

MB-UC-01: Urusan Permohonan
Lesen Baru

MB-UC-02: Urusan Semakan GS-UC-02: Urusan
Status Lesen Melog Masuk Dari GOSG

MB-UC-03: Urusan Permohonan  GS-UC-03: Urusan
Pembaharuan Lesen M engesahkan Pengguna

MB-UC-04: Urusan Permohonan  GS-UC-04: Urusan

Pindaan Lesen Pendaftaran Pengguna Section C: GOSG & MGDX

SHS;

MG-UC-05: Urusan
Mendapatkan Maklumat
Organisasi darl BLESS2.0

MB-UC-05: Urusan Permohonan
Pembatalan Lesen

Percentage of Completeness SRS in
TRX (GOSG)

MG-UC-26: Urusan

MB-UC-08: Urusan Permohonan Kata Laluan

Cetakan Semula Lesen OilBlessz 0 Percentage of 7000
Completeness SDS in 60.00
TRX (GO5G) Total of TRX 50.00
2000 40.00 = Covered

Partially covered 20,00 30,00 W Partially covered
20,00 m Not covered
10.00
0.00

0.00
Covered Partially covered Mot covered

MB-UC-07: Urusan M emaparkan
Dashbowd Pengguna

Completeness of TRX

MB-UC-08: Urusan Carian
Makiumat Gerbang

MB-UC-09: Urusan Pentadbiran
User M an agement

O | S e O

Total 100.00 1

MB-UC-10(a): Urusan Pentadbiran
FAQ

MB-UC-10(b) Urusan
Perkhidmatan FAQ

sDs:

MB-UC-11(a): Urusan P.nucb-un",‘
Helpdesk \

Percentage of Completeness SDS in
TRX (GOSG)

MB-UC-11(b) Urusan
Perkhidmatan Helpdesk

100,00

MB-UC-12(a): Urusan P entadbiran
Feedback

Percentage of 0,00
Completeness SRS in
Completeness of TRX | TR [GOSG) Total of TRX 80.00 B Covered
33.33 S 40,00 Partially covered
0.00 0 | Mot covered
66.67 10 20.00
Total | 100.00 15 0.00

MB-UC-12(b) Urusan
Perkhidmatan F eedback

MB-UC-13: Urusan P erkhidmatan
Login ID

MB-UC-14: Urusan Log Keluar
Malsy siaBiz

15: Urusan
P

Covered Partially covered  Not covered
Status Pern P

L | Early indicators of issues will help Key pointsito share
MB-UC-18: Urusan Parmohonmn to reduce need to redo deliverables
— and also help support project to

MB-UC-38: Urusan permoh onan

et : | achieve timely deliverables of

MB-UC-39. Urusan Peermchonan
Pembaharvan Cawangan

s product completeness.

Pendafaran S emula Pemiagaan

Important Note
Use of templates 1. Tailoring (i.e. introducing variance or changes to the
Master record process) without written approval of MyTCoE during IV&V

Automate minutes taking engagement is not allowed.
= Review comments 2. However, should tailoring be required, The Agency is to

=‘”°""’-"':"_‘r“’:°‘«=- K // . Approval Process comply to the guidelines defined in Section 3.2 of this IV&V
' Handbook.

VR W e

There are many issues but the goal is to
identify risks and provide confidence



QG 2 (Static)

1. Reduce documents
2. Reduce iterations Functional Test Unit Test Code Coverage
3. ldentify opportunity to progress with issues = BUT exit without
AND v i
1. Identify strategy to contain defects from exiting phase (Phase containment)
2. GO/NOGO needs to be applied quickly without multiple layers of gating
1. Example : 6 months to get approval or introducing extra gating in project will
ultimately encourage QUALITY OVER KILL
2. If the documents is not approved after 37 review.....something is wrong with
the vendor, IV&V team or other stakeholders 60%-70%

30%-40%

Coverage
achieved

100%

Coverage
achieved

Coverage
achieved

Driver Units Stubs
Version 6.x - Mon, 26 Jul 2010 13:58 - profile Memo rules Use t00|s to aSSISt In
Lines of code Classes Rules compliance Violations d (VS I (0) p me nt an d
162,306 4 1,447 83.7% 10,072 + code review where
325,036 lines & 103 packages Usa A\ Blocker 0 Ref: Vector
87,758 statements & 14,271 methods * Rel. 2 Critical 0 :
1,060 files +1,262 accessors . a Maor 87044 NN possible
¥ Minor 65
Por.

Comments Duplications o vE ¥ Info 1213 1
26.6% 7.1%|
58,891 lines & 22,998 lines ¥ . .
59.1% docu. AP 566 blocks & A Alerts : Duplicated lines (%) > 5.
5,418 undocu. API 174 files A
1,164 commented LOCs SIG Maintain. Model © T

(A)nalysability -
Complexity 10000 Eg;{‘l:t;ﬁ;ablhty E . [
3.1 / method (T)estability = V
30.9 / class oo

C
42.2 ivie 0
1 2 4 & B w 12
Total: 44,773 &
(*) Methods () Classes Tags FIXME—
TODO
o d
— 0 mandatol { e
[ 3 54 @todo @cleprecate

Events faN===1Y 356 optional Ll i
2010-07-26 Version B.x
2009-06-07 Version 6.0.x Technical Debt & Duplicationr— P
2009-02-15 Alert Orange @ 11.0%

§ 341,563 & C-:-m|:-|-a:f;it'-_,/J : ornmEnts

. . A&

f::ghzg;a.ﬁ:sze‘tcmcat 683 man days Mo infarmation available on covarage

Alerts feed Ma information available on design



QG 3 (Dynamic)

Example

1.LDRA — Test Tool Suite

Facilitating the injection of test automation
tools/techniques plus sophisticated test
simulation/optimization methods.

2.elV&V — Integrated Risk Tracking
3.Vector — Traceability Matrix

N\'\'/\NTEGRAT/O
U ARGET TESTINGY/

CODE covERAGE
ANALYSIS

IDONVYITdWO2
SQ¥yqpyys o100

HOME  PROJECT = PO RISKS ISSUES = IWVFORMS =  IVVREPORTS -  LESSONLEARNED  CENTRALDOCUMENTS  DASHBOARDS =  OTHERS =

V&Y Management & Monitoring System (- (V&Y Management & Monitoring System [+ RLA Management

X

Overall Risks Status
s ot 160720200250 PM

Open Risks by Area

£ al 16/07:2020 02 50 PM

2(50%)

Testing

Lowlovel Design

2(50%) 0 i

(1) Open NN (2) Closed . igh B Medum N Low

Risks Heatmap

As al 16/07/2020 02:50 PM

PROBABILITY (GROSS) PROBABILITY (NET)

IVEV Management & Monitoring System [ IVAV Management & Monitoring System [ Schedule Performance:

Schedule Performance

Overall Tasks Status Schedule Performance

As at 160772020 0250 PM s a1 160772020 0250 PM

4(18%)-

Wl

3014 %)

ScheduleStatus

12(85 %) B (1) Comgletsd 0

B (2) On Schedule o o 2

. (3) Late 0 3 1

B (1) Completed B () Lote (5 Future . () Very Lote 1 0 )
[ (2) On Schedule N (4) Very Late . (5) Future [ o 4

Schedule S-Curve

2s at 160772020 02 50 PM

1.initiation 2 Planning 3 Environment Readiness 4. Designing
3

5w

Festare_Kpessto
Feature _SmactT runkOpensr

Active test cases (ftered ) b2

Design coverage of trace Rems: 80 %

e & ’ v ' ~ B
B & & B
Trace Bem  Traceabdsy rpont Delete
Dipiceer  Matrix » Teace Bermt Trace Sema
@) Fropect Viaew B0 Traceabaity Matree X « I\ Teace ltems
rﬁg'l‘ﬁ‘mﬂ-"r\'m Ecter poacch stng & & | ITiex &=~ K| I8 OA1CH T - N8
Funcooeat Tests
§ Paramaterirany B zzm= - Display detads
— ]
# toorteciouta vet - 3 | g 8
D n ol & | E » [ Test Speciicatons
#5 TestParameters v am E £lglo 8 zl|8 - 108 4. test
B Varancspacrciaan E 5 £ 18 iy 4 po Zlo y
- g El=9 12131 % BlE [ stanc requrements
B LockngSystenTeser s g ] »|B|E h:‘ %5 ] 3|3 :
iR B ¥ Inis|s MM EINE niBi=ls B ol (e lock savcaty
& LockngTesLvery.cs ¥ 4 2182 8|2 g 3 B elélzls ¥ g B St el
B aiiink (AR JEENE EN RS 58 i s
< I8l sl o glal2 . . :
8 Festare Speche Temts | g }’ ¥(2I5) IE g Bl [8l%|8|2 ’1_3 g 3 BlEl% TN vty Sepesdent recrss errmrts
g sl & 2IRIEIRIE = 2 BlE siaizixis £l “1Ble (R tock by xcreasng velooty
i 4 Pacorateriteany E12(8 34k hgg AN FENEBEIRN E‘.:,' =51 E|2 B vt i
| & 1 ] d 5 ) &l | o S|E [Bn crosh detecs " Car I8 MoV
(B rosturoTomeve §m§ :‘S,{bg B :%:};Gt’::ggc; 3 HEHE: on roveg
R|glE SEEEE R BEERNTHERHEE % g(8|3
D renchort ey HHE M ﬁi: A EEERHHE {HHHE
. B8 2R | BIGIE 21822 £ ' ;
= | ) B B :zc-;E.VJLZ!SS;B‘_zA:; :Lg_.: 8l6]616])
8 Erar Handing Narme Procty Change Fiog BT | 0 Bl e LS [ |- Bl 7 e |
%% Shacestie Foiders -
1) Test Specifications 1 |
LT AT { ]
[} satc requrements S E| B E [ IEEENE = 3 Bl E 815
{ | { 7 —
R lock statically Medoum L] ! { " Mame: ook statcaly
(R undock stancaly Medum 2 Modfied 2 | 1 A X1 . | fothons Check I car 5 tockthe
[N welocy dopendent requrementy l [ | l | I | | Car both when engee & off and
@ ecares (R crash detecien when cor is miving  Mgh | | | { | | | when engene § running, Check ¢
i B MaRcery DMLY MR [Rn lock by ncreasng velicy gt 3 | X l )(- X ._ :: RONe YUMo
P SUT_Access <D\MEBASUT... Y % 3 [} 1 | | | . | | . Cere o 1A ;
bl 10: 3296790000
\ 9 Verslon: <
a ;
Variant Properties Test Cases Desiga Coverage Data e: OFM 3
" Product: PREEvEion
e b Test cases tots: 33 Trace kems tota 3
W il P‘h.'- Medum
Test cases Inked: 14 Trace tems Inked: 4
Coverage Masdrr Test levek  Basc
Carv Test cases nok inked 19 Trace Bems rot Inked: i

woooo




* We are able to forecast based on metrics such as SPRINT
QG 3 Key Metrics VELOCITY with SCRUM team size
* |VV general help determine speed of development team to

develop

* This helps the project to identify the potential risk much
earlier in the project

VELOCITY STORYPOINTS PACE/RATE

28
SPRINTS VELOCITY CAPACITY
SCRUMTEAM
2 WEEKS SPRINT =10 DAYS = 60HOURS SPRINT1 38 300
TOTAL FOR 5 RESOURCES - 300 HOURS SPRINT2 34 260
SPRINT3 35 270
2HRS EVERYDAY ON CEREMONIES SPRINT4 31 240
& OTHER MEETINGS
8HRS TO 6HRS EVERYDAY SPRINTS 34 265

HAS BEENSET (35/270)*265



QG 3 & QG 4 End to End
Qualit

Risk Analysis

Percentage of Completeness SRS in

TRX

. ==
- —-'f,.p S\ ——
Yoo )

High level
esign

-
of mx T e OnG)

== JRequirements

1 analysis

Integration
testing

Detailed
design

Unit
testin g 4
S = .'--, ited error in the eyent of

failure) ¥

pUnit T/CRy V&V (Def'Cov) lmpact
K Hi Lo Med
. . Hi Hi Hi
Rapid crafting does not T =
need to be complicated. PM-2-1 (Delete) Lo Lo Lo Hi
Simple Excel and some 20w Lo Lo Lo Lo

practical tracking of RISK Test Specification
will provide an end to end

K view /




UAT

- Common missed items = No Regression
- Understand the limitations of UAT

PAT
- Understand the limitations of PAT

- Plan for performance at the start
- SPA and PST need to be planned
together

FAT
- Tracking and bringing things together at
the end can be a HUGE task

1.Pending Documentations done towards the end of
the project can really hurt timeline

2.0ver depended on Addendum

3.Update of User Guide

4.Handover of Source Code

5.Handover of Defect tools

6.Handover of Monitoring tools

7.Handover to other Agency for Maintenance Phase




Key Metrics

Burndown Chart = Line Style

Sample Project Burndown
3 -h-‘h'"".. . ; : : ]
e
1\-..._ _.,-’C —— __‘\
- '="--..__\l
T
%‘-

PP PP IIYIYP

=#— Romaining Story Poinks. = Total Stary Points {Scopaj ====Linsan/Remaining Story Points) |

Static Code Analysis Example

warns of
large methods

Statistics for project Clover database Wed Oct 15 2008 00:02:13 EDT:

Stmts: 2,170 LOC: 6,685 Totalcmp: 862 Stmts/Methog
Branches: 308 NCLOC Cmp density: Methods/Class: 4.01
Methods: 385 Files: / 32 Avg method cm Classes/Pkg: 5.33
Classes: 95 Packagesy 18

not covered

by tests cyclomatic

complexity

Aging Tickets

OPEN Aging Tickets (Workdays) for MVP 1.1 as of 07/12/2022

Labels .Y
Sum of Aging

90 81

80 68 68

70 66

60 51

50

40

30 27

20

9
10 > 4 2 0 0
0 II [ | [ | -
o < on o~ o D (o] — [#))] <t LN <
(*)] ()} o [(e] < ()] i ~— i o (o] m
o (28] < <t N N (\o] w0 (\o] w0 (\o] o™
A ) A n A ) A A A A A )
(7)) (V2] [7s)] (V2] [7s)] (V2] [7s)] (V2] [7s)] (V2] [7s)] (V2]
Q Q Q Q Q Q Q Q Q Q Q Q
| @] Q | ] Q | ] Q | ] Q | ] Q | ] Q
Assigned New

Status .Y Key ~

Labels .Y

Count of Severity

Defect Status by Severity for MVP 1.1 as of 07/12/2022

200

Assigned Closed New RE)‘!\T[E;EOR Rejected
W 1-Critical 1 140 1 2
N 2-High 7 179 3 1
3-Medium 2 155 2
m4-low 65 2

Status ~

Defects by Status

ccss-355 I
ccss-408 NS
ccss-581 Il S
CCss-582 MM S

~
9]

READY FOR TEST

179
180 55
160 14
140
120
100
20 65
60
40
20 172 I 1 232 112 2.3
O L} — —_—

TEST IN

PROGRESS

2
3

CCSS-620 | ™~

CCSS-622 | =

ccss-376 NN

ccss-48s N G

ccss-605 Ml o«
ccss-612 B &

TEST IN PROGRESS

CCsS-623 | =
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At AL AIN we believe In
Integrity-Knowledge-Continuous Learning
Telephone : +603 8992 3160

Emalil; testing@alaintesting.com.my
Level 2 Suite No 9 Resource Center
Technology Park Malaysia

Bukit Jalil 57000 Kuala Lumpur
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