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FASA PENGUJIAN 
PENERIMAAN

P A N D U A N  K E J U R U T E R A A N
S I S T E M  A P L I K A S I  S E K T O R  A W A M

BPI BAHAGIAN 
PERUNDINGAN ICT



PENGUJIAN

MENERANGKAN AKTIVITI-AKTIVTI PENGUJIAN PRESTASI SISTEM APLIKASI YANG MERANGKUMI 

METODOLOGI PENGUJIAN PRESTASI DAN LAPORAN PENGUJIAN PRESTASI

PENGUJIAN PRESTASI SISTEM



FASA PENGUJIAN 
PENERIMAAN

PENGENALAN
PENGUJIAN PRESTASI DAN KEPENTINGANNYA 01

TAKLIMAT 

OBJEKTIF
• Menerangkan mengenai latarbelakang dan kepentingan 

melaksanakan pengujian prestasi..
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FASA PENGUJIAN 
PENERIMAAN

• Test conducted to identify the system behavior and performance

under a given workload for a specific timeframe

• To identify the area for improvements of the systems such as

• resource bottleneck issue

• server configuration issue

• application configuration issue

• errors and exceptions

PENGUJIAN PRESTASI (PERFORMANCE TEST)
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FASA PENGUJIAN 
PENERIMAAN

• Overload the system beyond its expected number of users or

transactions

• To overload the existing resources in an attempt to break the

system down

• To identify the system behavior and performance and identify the

system breaking points

• Determine the maximum number of concurrent users supported by

application

PENGUJIAN BEBANAN (STRESS TEST)
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

a. Simulate production environment



7

FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

b. Application/ Server Crash
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

b. Application/ Server Crash
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

c. Unexpected Traffic Volume
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

c. Unexpected Traffic Volume
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

d. Online application rollout



12

FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

e. Launching new application
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

e. Launching new application
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FASA PENGUJIAN 
PENERIMAAN
KEPENTINGAN PENGUJIAN PRESTASI

f. Application does not scale
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FASA PENGUJIAN 
PENERIMAAN

• A smooth and low risk production rollout

• Identify the bottlenecks and area for improvements during the test

• Perform basic analysis and fault domain isolation

• Conduct post mortem and root cause analysis to pinpoint the slow

performing or problematic lines of code that causing errors and

exception

KEBAIKAN MELAKSANAKAN PENGUJIAN PRESTASI



FASA PENGUJIAN 
PENERIMAAN

KAEDAH MELAKSANAKAN 
PENGUJIAN PRESTASI 02

TAKLIMAT 

OBJEKTIF
• Menerangkan mengenai kaedah melaksanakan pengujian prestasi 

sistem dan amalan terbaik.
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• Before system Go Live or open for production

• After completion of User Acceptance Test (UAT)

• During Provisional Acceptance Test (PAT) phase

• After Penetration or Security Test

MASA YANG SESUAI MELAKUKAN PENGUJIAN PRESTASI
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FASA PENGUJIAN 
PENERIMAAN

• Hardware and tools for performance test simulation

• Development environment for preparation work and scripting

• Test accounts for concurrent access

• Dummy data for test simulation

• Enabling system and component monitoring

KEPERLUAN (REQUIREMENTS) 
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FASA PENGUJIAN 
PENERIMAAN
PENANDA ARAS KRITERIA KUALITI PENILAIAN

 Number of concurrent user

 10% from number of registered user or

 10% from expected user using the system or

 20% for critical system

 Response time

 2 - 4 secs – Simple transaction (login, landing, info display)

 5 - 9 secs – Medium transaction (search, form submission)

 10 - 15 secs – Complex (monthly reports generations) 

 Transaction failure rate

 less than 2 % error rate from overall transaction

 Hardware resources

 less than 80 % utilization of CPU and RAM usage
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PELAKSANAAN PENGUJIAN PRESTASI (TESTING OVERVIEW)

1. Smoke Test

 Smoke test conducted upon completion of test scripts 

2. Load Test

 There will be total of two (2) cycles for load testing

 Each cycle will have three (3) iterations for different loads such as (200, 500, 1000)

 Five (5) business processes will be scripted for load testing

3. Stress Test

 Upon completion of all load test cycles and fine tuning on system, a stress test will 

be conducted if needed
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FASA PENGUJIAN 
PENERIMAAN

PELAKSANAAN PENGUJIAN PRESTASI (CONTOH – CYCLE 1)
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PELAKSANAAN PENGUJIAN PRESTASI (CONTOH – CYCLE 2)

Iteration 1 dan 2 

tidak diulangi

kerana telah

lulus semasa

Cycle 1
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FASA PENGUJIAN 
PENERIMAAN

KRITERIA PENILAIAN PENGUJIAN PRESTASI

 Transaction response time

 Failure rate

 User load over performance and resource usage

 System performances

 Errors and exceptions
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TOOLS PENGUJIAN PRESTASI
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FASA PENGUJIAN 
PENERIMAAN

AMALAN TERBAIK PENGUJIAN PRESTASI

Performance Test Tools Application Performance 

Monitoring Tools

• Using Artificial Intelligent 

to analyze root cause of 

problem

+
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CONTOH KAEDAH PENGUJIAN PRESTASI - JMETER
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PENERIMAAN

SKOP PENGUJIAN PRESTASI 03
TAKLIMAT 

OBJEKTIF
• Menerangkan mengenai semasa melaksanakan pengujian prestasi 

sistem.
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FASA PENGUJIAN 
PENERIMAAN

SKOP PENGUJIAN

 Number of concurrent user

 Response time

 Not more than 5 business process

 Entry and exit criteria
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FASA PENGUJIAN 
PENERIMAAN

SKOP PASUKAN PENGUJIAN PRESTASI

 shall script and conduct the performance test
 shall advise and ensure that the performance test 

covers key areas of the system
 shall advise on types of monitoring to enable during 

performance test
 provide a performance assessment report after each 

test cycle
 monitor and report any performance issue or system 

bottleneck
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PENERIMAAN

SKOP PASUKAN PEMBANGUN APLIKASI

 shall identify and inform which business processes to test
 shall prepare the environment to conduct the performance 

test
 shall enable the monitoring as advised by MyTCoE to 

monitor the performance and resource usage
 shall provision for required desktops, hardware, network 

connectivity and other operations requirements
 fine tune or resolve the performance issues in the system as 

identified



FASA PENGUJIAN 
PENERIMAAN

CADANGAN JADUAL PENGUJIAN PRESTASI 04
TAKLIMAT 

OBJEKTIF
• Menerangkan mengenai cadangan jadual pelaksanaan bagi 

melaksanakan pengujian prestasi sistem dengan mengambil kira 

semua aktiviti.
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CADANGAN JADUAL PENGUJIAN PRESTASI

Week 1 Week 2 Week 3 Week 4

Planning and requirement gathering (3 day)

Scripting (2 day)

Presentation and certification (1 day)

PT Cycle 1 (1 - 2 day)

Fine Tuning (2 - 3 day)

PT Cycle 2 (1 day)

Fine Tuning(1 day)

Stress Test (1 day)

Smoke Test (1/2 - 1 day)

Report Preparation (2 day)

PT hardware and tools setup preparation (2 day)
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AKTIVITI PENGUJIAN PRESTASI SECARA TERPERINCI

No. Activity Description Duration (Day)

1. Identify Performance 

Requirements 

Identify the performance requirements 

with application team

0.5

2. Review Test Scenarios Review, prioritize and finalize test 

scenarios for execution with application 

team

0.5

3. Verify Pre-requisite 

Items

Verify the availability of all pre-requisite 

items

0.5

4. Prepare Test Plan Prepare detailed performance test plan 

(including detailed scenarios, workloads, 

timeline, environment info and etc.)

2

5. Prepare Test Script Prepare test script based on test scenarios 2

6. Conduct Smoke Test Verified that system is fit for testing 

before actual performance testing starts

0.5
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AKTIVITI PENGUJIAN PRESTASI SECARA TERPERINCI

No. Activity Description Duration (Day)

7. Execute Test Run and monitor tests. Validate test 

data and results collection. 

1

8. Capture Defects Defects, if any, are capture in Test 

Management Tool

0.5

9. Analyze Result and 

Generate Report 

Consolidate and share results 3

10. Submission of Full 

Report

Full report 3
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PENERIMAAN

CADANGAN PENAMBAHBAIKAN

 Include scope for Performance Testing in tender 
specification document

 Establish SLA for performance and response time in 
project contract

 Seek advice from MyTCoE for performance testing 
exercise



FASA PENGUJIAN 
PENERIMAAN

PERKONGSIAN PENGALAMAN
PENGUJIAN PRESTASI OLEH MYTCOE, MAMPU 05

TAKLIMAT 

OBJEKTIF
• Menerangkan mengenai pengalaman melaksanakan projek pengujian 

prestasi sistem dalaman MAMPU dan JANM.
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SISTEM PEMANTAUAN LAMAN WEB DAN SERVIS KERAJAAN (SPLASK)



Failure Rate

400 Concurrent Users 700 Concurrent Users 

Errors was found in 
middle test of 400 
concurrent users 



Failures in App Tier (PHP on FPM pool www)

Error 429 starts at 50 
concurrent users



Failed requests in App Tier

Most of the failed 
requests are api calls



Root cause of failed requests

Exception message 
“ Too many attempts”

shown



Implications

Data missing on website, 
implication of failed 

requests with error 429



High CPU Usage found in Server splwpk_be_svr
High CPU usage was spiked 

up to 95%  in server 
splwpk_be_svr

Most of the CPU resource 
consumed by PHP-FPM



CPU Usage Hotspots in PHP-FHM

Top contributors of the 
CPU usage



Implication

Website screenshot 
showing 502 Bad 

Gateway
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SISTEM PENGURUSAN KERJAYA SEKTOR AWAM (SPK)



Failure Rate ( Catalina/localhost (/spk2) )

50 Concurrent Users 100 Concurrent Users 250 Concurrent Users 

No failure occured



Failure Rate (hrmis-integration (/hrmis)

No failure occured

50 Concurrent Users 100 Concurrent Users 250 Concurrent Users 



Response Time ( Catalina/localhost (/spk2) )

Low response time 
observed on the 

frontend

50 Concurrent Users 100 Concurrent Users 250 Concurrent Users 



Response Time (hrmis-integration (/hrmis)

Response time spikes up 
to 6s on hrmis-

integration service 

c

50 Concurrent Users 100 Concurrent Users 250 Concurrent Users 



PurePaths Detail

c

Most time spent at 
http://perkongsiandata.eghrims.g

ov.my takes 

c

Most time spent during 
http://perkongsiandata.eghrims.g

ov.my service call



CPU usage

CPU usage is below 
55%

50 Concurrent Users 100 Concurrent Users 250 Concurrent Users 



Memory usage

Memory usage 
usage is below 40%

50 Concurrent Users 100 Concurrent Users 250 Concurrent Users 



Failure rate Catalina/localhost (/spk2)

100 Concurrent Users

500 Concurrent Users 

c

Failure rate observed on second 
iteration



HTTP 5xx Catalina/localhost (/spk2)

c

HTTP 5xx observed



Failed requests

c

List of failed requests



Failed SQL queries



Exception message

c
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SISTEM SEMAKAN WANG TAK DITUNTUT (eGUMIS), JANM
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TERIMA
KASIH

All information incorporated within this slide is created for 

Malaysian Administrative Management and Planning Unit (MAMPU), 

Prime Minister’s Department, Malaysia. 

All information is the property of MAMPU and any unauthorized 

reproduction is prohibited


