
P R E S E N T E RDriving Transformation:

Unleashing AI & Automation Innovation
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…business expect IT to operate faster 
than before
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…software development and delivery must 
match the speed of the customer
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You have one of the hardest jobs in the world

Complexity

Release frequency, 

Digital Transformation

Stakes are high

User 

expectation
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Other Enterprises

Banks & Payments

External Content

Network & Gateways

Data & Storage

Digital Services IT Services 3rd Party Services

Requires Automatic Observability and Application Security

SaaS + Data Lakehouse + Log Management + Business Events + Custom Apps + Automation WorkflowOn-Prem

Business context User Experience Contextual Data Collection Security Intelligent Automation Dev + Prod

😀

😕

☹️
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T H E  D E V O P S  F R A M E W O R K

Plan Code Build Test Release Deploy Operate MonitorDevOps Cycle

Source: https://sqa.jdn.gov.my/index.php/ms/section-1-introduction

CI/CD

DEVELOP & TEST

O B S E R V A B I L I T Y  
A S  C O D E

P R O F I L I N G

T R A C I N G
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S H I F T  L E F T

Test Run 185 Test Run 186

Push Test Context

FullStack Hotspot Analysis FullStack Hotspot Comparison
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Plan Code Build Test Release Deploy Operate MonitorDevOps Cycle

Source: https://sqa.jdn.gov.my/index.php/ms/section-1-introduction

CI/CD

DEVELOP & TEST

O B S E R V A B I L I T Y  
A S  C O D E

P R O F I L I N G

T R A C I N G

RELEASE & OPERATE

Q U A L I T Y  
G A T I N G

R E L E A S E S

A N A L Y Z E

M O N I T O R I N G

D I G I T A L  
E X P E R I E N C E

D E V O P S

W H A T  I S  N E X T ? ?





LLMs Early disease detection Self-driving cars



C A U S A L  A I

G E N E R AT I V E  A I

P R E D I C T I V E  A I

H Y P E R M O D A L  A I
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F O R E C A S T

D E T E R M I N E

C R E AT E

Davis® AI – Industry‘s first hypermodal AI – The Power Of Three



Davis® AI

Generative AIContext

Large Language Models

User
Input

Productivity & Recommendations
Ideation, research and creation

Davis CoPilot™

Auto-Prompt

Predictive AI

Deterministic Answers & Reliable Automation
Problems, Risks, AISecOps, Root-Cause

Inquiry 

Causal AI

Davis® AI – Industry‘s first hypermodal AI – The Power Of Three



CAUSAL AI



A U T O M A T I C  R O O T - C A U S E  A N A L Y S I S

Application

Topology2

Webserver 
Cluster

Hosts

runs on

Code-level insights4

Metrics5

Cloud platform6

Cloud Foundry

Docker Container

Microservice Cluster

Events7

Logs8

Golang process

Host

Golang service

calls

Transactions3
Node.js Microservice

calls

Third-party events9

Real user experience1



PREDICTIVE AI



CHOOSE THE TRIGGER SCHEDULE
CHECK ONCE A DAY,  HOUR,  WEEK

FORECAST 
AL L  DISK  FREE SPACE

GENERATES A REPORT OF ALL DISKS 
THAT WILL RUN OUT

CHOOSE A DELIVERY ACTION,
E.G. :  SEND BY SL ACK,  EMAIL ,  ETC

P R E D I C T I V E  O P E R AT I O N S



GENERATIVE AI
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Plan Code Build Test Release Deploy Operate MonitorDevOps Cycle

Source: https://sqa.jdn.gov.my/index.php/ms/section-1-introduction

CI/CD

RELEASE & OPERATEDEVELOP & TEST

Q U A L I T Y  
G A T I N G

R E L E A S E S

A N A L Y Z E

M O N I T O R I N G

D I G I T A L  
E X P E R I E N C E

F I N O P S

O B S E R V A B I L I T Y  
A S  C O D E

P R O F I L I N G

T R A C I N G

I T  D O E S  N O T  S T O P  H E R E
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Plan Code Build Test Release Deploy Operate MonitorDevOps Cycle

Source: https://sqa.jdn.gov.my/index.php/ms/section-1-introduction

CI/CD

RELEASE & OPERATEDEVELOP & TEST

Q U A L I T Y  
G A T I N G

R E L E A S E S

A N A L Y Z E

M O N I T O R I N G

D I G I T A L  
E X P E R I E N C E

F I N O P S

PROTECT

V U L N .  
A N A L Y S I S   

S E C U R I T Y  
A N A L Y T I C S

R U N T I M E  
P R O T E C T I O N  

O B S E R V A B I L I T Y  
A S  C O D E

P R O F I L I N G

T R A C I N G



23

Securing environments has never been harder

C O N F I D E N T I A L

18.4k

25k 26.5k

N e w  v u l n e r a b i l i t i e s  
d i s c o v e r e d  i n  2 0 2 2

N e w  v u l n e r a b i l i t i e s  
d i s c o v e r e d  i n  2 0 2 3

H i g h e s t  e v e r  
n u m b e r  o f  
v u l n e r a b i l i t i e s  
r e p o r t e d  i n  2 0 2 1
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Actionable, prioritized and real time vulnerability risk mitigation

C O N F I D E N T I A L

Get 
intel l igence 

on new 
vulnerabi l i ty

Get 
intel l igence 

on new 
vulnerabi l i ty

Security Team Development Team

S c a n I d e n t i f y V a l i d a t e T i c k e t T i c k e t F i n d T e s t F i x

58 days average MTTR

“The top assets impacted in breaches are web application and email servers” -2022 Verizon DBIR

A w a r e

P i n p o i n t  
+  P r i o r i t y

T e s t F i x

A w a r e Security Team

Development Team

https://www.verizon.com/business/resources/reports/dbir/
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Easily identify the number of known 
vulnerabilities in your environment

Dynatrace brings immediate awareness to 
critical vulnerabilities that put your 

operations and business at risk

Track vulnerability trends over time as new 
vulnerabilities are discovered and existing 

ones are successfully remediated

Vulnerabilities are observed in real-time, 
without scheduled/static scanning SNYK partner integration updates known 

vulnerabilities every 5 minutes

Demo data used in this slide
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Davis provides an easy to consume summary of the 
security problem (vulnerability) including the what, 

where, and why your environment is vulnerable

Immediately identify where the vulnerability exists – in real-
time.  Dynatrace doesn’t rely on scheduled/static scans, 

instead providing real-time runtime vulnerability detection 
within the monitored process

Demo data used in this slide
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Truly understand your actual level of risk through 
AI analysis of the vulnerability, where it exists, 

and how it can be exploited

Details on the specific vulnerable function and if 
it being used in their environment

Immediately identify where the vulnerability exists – in real-
time.  Dynatrace doesn’t rely on scheduled/static scans, 

instead providing real-time runtime vulnerability detection 
within the monitored process

Demo data used in this slide
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Demo data used in this slide
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Demo data used in this slide
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Large Insurance Customer 95% reduction in vulnerability risk remediation 
time

C O N F I D E N T I A L

Vuln detected (Security / Ops / Devs) – Detect, Diagnose, Prioritise, Allocate  (Devs) – RemediationManual Alerts

> 96 hours

(Security) – Verify

B
e

fo
re

 
A

p
p

Se
c

4 hours

Vuln detected
Auto Detect, 

Prioritise, Ticket
(Devs) – Remediation (Security) – Verify

A
ft

er
A

p
p

Se
c

Before Dynatrace AppSec
100 vulnerabilities
400 days (96 x 100 = 9600hrs)

1

After Dynatrace AppSec
20 vulnerabilities prioritised by impact
3.3 days (4 x 20 = 80hrs)
13.3 days (4 x 80 = 320hrs)

2

Remediate 100 vulnerabilities
383.3 days saving (400 days –16.6 days)3

HUGE 
developer 

time 
savings



OTHER USE CASES

PROTECT IMPROVERESOLVEOPERATERELEASEDEVELOP PREDICT PREVENT

PROGRESSIVE 
DELIVERY

PIPELINE 
OBSERVABILITY

RELEASE VALIDATION 

ENGINEERING 
INTELLIGENCE  

BEHAVIOR 
VALIDATION

INFRASTRUCTURE 
OBSERVABILITY 

KUBERNETES 
OBSERVABILITY 

CLOUD COST 
OPTIMIZATION

AI RELIABILITY

KUBERNETES 
ORCHESTRATION

FORECASTING IN DATA 
ANALYTICS 

FORECASTING IN 
WORKFLOWS

PREDICTIVE 
OPERATIONS

SRE AUTO PILOT

AI COST 
MANAGEMENT

UNIFIED EXPOSURE 
PRIORITIZATION

CONTINUOUS 
SECURITY POSTURE 

AWARENESS

BUG PREVENTION

ACCELERATED 
RESOLUTION

DATA OBSERVABILITY 

AUTO-HEALING

SLO ERROR BUDGET 
ALERTING

INSTANT INTRUSION 
RESPONSE

INCIDENT AUTO-
ROUTING

ERROR INSPECTOR

PROTECT APPS FROM 
THE INSIDE

CONTEXTUALIZED 
THREAT DETECTION

SOC NOISE REDUCTION 

SECURITY AS A 
SERVICE

CENTRAL AUDIT LOGS

BUSINESS ALIGNMENT

KUBERNETES 
UTILIZATION 

IMPROVEMENT

ALWAYS-ON APP 
PROFILING 

INCREASE 
SATISFACTION 

SALESFORCE SPEED

CONTINUOUS TESTING 
VALIDATION

TEST PIPELINE 
OBSERVABILITY

AI MODEL VALIDATION

OBSERVABILITY AS A 
SERVICE

OBSERVABILITY-
DRIVEN 

DEVELOPMENT
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T H E  D Y N A T R A C E  P L A T F O R M 

C O N T E X T UA L  

A N A LY T I C S
H Y P E R M O DA L  A I A U T O M A T I O N

O U R  A P P R O A C H  I S  R A D I C A L L Y  D I F F E R E N T

61% less time analyzing service interruptions Efficiency savings of 75% attributed to AIOps 
with Dynatrace

83% of engineers’ time being productive versus 
30% before
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C O N T E X T U A L  

A N A L Y T I C S

H Y P E R M O D A L  A I

AU TO M AT I O N



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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O B S E R V A B I L I T Y  P L A Y S  A  V I T A L  R O L E  I N  S U P P O R T I N G  

Y O U R  B U S I N E S S  T R A N S F O R M A T I O N  J O U R N E Y



THANK YOU


